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Setting Gmail for OAUTH2 - Business accounts (OAUTH2.0 does not support free Gmail
account)

Create a Gmail service account

Go to the Google Cloud Platform Console and sign in as a super administrator. If this is your first time signing in to the
console, you will be asked to agree to the Terms of Service.

1. Step 1: Create a new project.
1.1 From the main dashboard, click Create Project.

API APIs & Services Dashboard
«»  Dashboard
©  Toviow i o st o
i Library
o=  Credentials

¥ OAuth consent screen
=] Domain verification

¥g  Page usage agreements

If you have used the console before, you will need to click the down arrow to open your projects list.

= Google Cloud B helpdesktechnology.com

1.2 Click New Project.

Select from HELPDESKTECHNOLOGY.COM ¥

Q_ Search projects and folders

RECENT STARRED ALL
Name D
v B helpdesktechnology.com @ M‘
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1.3 Enter a Project name for example 'Gmail Service Account' and click Create.

= Go gIeCIoud Search (/) for resources, do

New Project

~ Project name *

{ My Project 57658 o J

Project ID: fast-banner-398219. It cannot be changed later. EDIT

Organization *
[helpdesktechnology.com >~ @ }

Select an organization to attach it to a project. This selection can't be changed later.

Location *
[ﬁ] helpdesktechnology.com BROWSE ]

Parent organization or folder

CREATE CANCEL

2. Step 2: Enable APIs Sets.
2.1.  Make sure your new project is selected in the projects list at the top of the screen and then
click Enable APIs & Services.

= Google APls i:o Gmail Service Account v} Q  Search for APIs and Services

API APIs & Services APIs & Services + ENABLE APIS AND SERVICES

«»  Dashboard
@  You don't have any APIs available to use yet. To get started, click “Enable APIs and services” or go to the AP| library
mi  Library
O«  Credentials
B2 OAuth consent screen

] Domain verification

o Page usage agreements
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2.2.  Inthe APl library, search for the following APl sets; Gmail API, Google Calendar APl & Contacts API. Click on
each of them in turn and click Enable. This allows the adding of permission scopes later, but nothing has been
granted yet.

Gmail API
M Google

Flexible, RESTful access to the user's inbox

ENABLE TRY THIS APl 2

Note: To get back to the API Library each time you will need to click the menu button and select APIs &

Services > Library.

Google APIs 8o Gmail Service Account w

ow oy
API  APIs & Services >
Dashboard
& Billing
° Credentials
W Support
OAuth consent screen
e IAM & Admin 2 Domain verification

Page usage agreements
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3. Step 3: Create the service account user

3.1. Click the menu button = and select IAM & Admin > Service accounts.

API APIls & Services

Billing

Support

1AM & Admin

Q=+l

Google AFPls  g2e Gmail Service Account ~

1AM

Identity & Organization
Policy Troubleshooter
Organization Policies

Quotas

Service Accounts ]

Labels

Settings
Identity-Aware Proxy
Roles

Audit Logs

Manage Resources

3.2. Click Create Service Account.

= Google APIs 8o Gmail Service Account v

B 1AM & Admin

+2  IAM
©  Identity & Organization
&, Policy Troubleshooter

Help Desk Technology

Service accounts

[ + CREATE SERVICEACCOUNT| | DELETE

Service accounts for project "Gmail Service Account”

A service account represents a Google Cloud service identity, such as code running on Compt

Organization policies can be used to secure service accounts and block risky service account
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3.3. Fill in a name and description for the service account and click Create and Continue.

O 1AM & Admin

& W & F O

e &# v ¢ B

L]

I1AM

Identity & Organization
Policy Troubleshooter
Policy Analyzer
Organization Policies
Service Accounts
Workload Identity Federat...
Labels

Tags

Settings

Privacy & Security
Identity-Aware Proxy

Rales

Manage Resources

& Create service account

@ Service account details
- Service account name

Gmail Service User

Display name for this service account

~ Service account ID * -
‘ gmail-service-user-110

Email address: gmail-service-user-110@gmail-service-account-

382212.iam.gserviceaccount.com [0

Allow access to emails

[ Service account descriptior

Describe what this service account will do

CREATE AND CONTINUE

o Grant this service account access to project
(optional)
\

© Grant users access to this service account (optional)

m CANCEL

3.4, Click ‘Done’ (ignore sections 2 & 3)

Google Cloud Platform S Gmail Service Account w

e IAM & Admin Create service account

2 1AM R )
& Service account details
(=] Identity & Organization |
@, Policy Troubleshooter Py Grant this service account access to project
(optional)
B Policy Analyzer Grant this service account access to Gmall Service Account so that it has
B OngantionPolicics ie:z:ssnm to complete specific actions on the resources in your project. Learmn
°3  Service Accounts Condition e
Select a role - o -
Agd condition
&  Workload identity Federat
> Labels <+ ADD ANOTHER ROLE
» Tags
CONTINUE
-3 Settings
Pri & Securif - . .
O (Fivacy & Secuty © Grant users access to this service account (optional)
@ identity-Aware Proxy
CANCEL
Roles
=  AuditLogs
@ Asset Inventory

(&  Essential Contacts
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3.5. Open the menu in the Action column and click Manage Keys.

Service accounts + CREATE SERVICE ACCOUNT W DELETE +2 MANAGE ACCESS C REFRESH

Service accounts for project "Gmail Service Account’

A service account represents s Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, of systems running outsk

ogle. Leam more about service accounts.

rely. Leam more 300ut s ccount organization policies.

count fea

Organization policie: Ecwre service accounts and block risky se €3, such as automatic |AM Grants, key creation/upload, or the cr

= Filter £ pr or valu: Py
O emal Status Name Description Key 1D Key creation date OAuth 2 Client 10 @ Actions
O . ;

s]

Manage detalls

a Manage permissions
_
m]
View logs
Disable
Delete

3.6. Click Create New Key.

DETAILS PERMISSIONS KEYS METRICS LOGS

Keys

A Service account keys could pose a security risk if compromised. We recommend you avoid downloading service account keys and instead use the Workload Identity Feder
here

Add 3 new key pair or upload a public key certificate from an existing key pair.

Block service account key creation using organzation policies
Learn more about setting organization policies for service accounts

ADDKEY ~

" Create new key ﬂm
""Upload existing key”

Koy creation date Key expiration date
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3.7. Make sure JSON is selected and click ‘Create’

Create private key for "Gmail Service User"

Downloads a file that contains the private key. Store the file securely because this key
can't be recovered if lost.

Key type
(@® JSON

Recommended

O P12

For backward compatibility with code using the P12 format

CANCEL CREATE

3.8. The JSON file should be downloaded to your computer. You must store this securely as it provides
access to your resources. Click ‘Close’.

Private key saved to your computer

A gmail-service-account: s i json allows access to your cloud r so store it ly. Learn more

4. Step 4: Enable service accounts with Gmail

4.1.  Login to G Suite Admin Console

Link to G Suite Admin Console - G Suite Admin Console
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4.2.  Click Security.

— Google Admin Q_  Search for users, groups or settings

Admin Console

=a = & " 5| g

+

Dashboard Users Groups Organizational units Buildings and Devices Apps Security
See relevant insights Add or manage users Create groups and Add, remove, rename, resources Secure corporate data Manage apps and their Configure security
about your organization mailing lists move or search for an Manage and monitor on devices settings settings
organizational unit buildings, rooms and
resources

Reports Billing Account settings Admin roles Domains Data migration Support
Monitor usage across Manage subscriptions Update information Manage administrative Manage your domains Manage migration Talk to our support
your organization and billing about your company roles leam

4.3.  Scroll down and click APl Controls.

= Gougle Admin Q_  Search for users, groups or settings

Security

»  Security

v
Set up single sign-on (SS0) with a third party IdP v
Set up single sign-on for managed Google Accounts using a third-party identity provider.
Advanced Protection Program v
Enrollment
Allow users to enrollin t
Enable user enroliment, Se
codes remote
Applied at ‘ebsta.co.uk
Context-Aware Access v
Use device and user identification to manage access levels and enforce access policies for Google Workspac
Google Cloud session control (Beta) v
Set session duration for Google Cloud Platform console and Google Cloud SDK
API controls v

Manage OAuth access to third party apps, and manage Domain wide delegation
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4.4,  Click Manage Domain Wide Delegation.

Google Admin Q_  Search for users, groups or settings

ecurity > API Controls

App access control
API controls

Manage app access to your Google services. Ensure that users can give access only to apps that your organisation trusts. Leamn more

. - . Overview 0 restricted Google services 2 third-party apps configured
e OTed B s 15 unrestricted Google services
5 i - g MANAGE GOOGLE SERVICES MANAGE THIRD-PARTY APP ACCESS
Settings Show this message if a user tries to use an app that can't access restricted Google services

Trust internal, domain-owned apps

APpS you trust on the G Suite Marketplace, Androld, or I0S whitelist are automatically trusted on your App acce

Domain wide delegation
Developers can register their web applications and other AP! clients with Google to enable access to data in Google services like Gmail. You can authorize these registered clients
10 access your user data without your users having to individually give consent or their passwords. Learn more

| MANAGE DOMAIN WIDE DELEGATION |

4.5. Click Add New.

= Google Admin Q  Search for users, groups or settings

Security > A

trols > Domain-wide Delegation

API clients
+ Add afilter
Name Client 1D Scopes
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4.6. Input the Client ID* of your service account and OAuth scopes

In OAuth scopes, input:

https://mail.google.com
https://www.googleapis.com/auth/gmail.send
https://www.googleapis.com/auth/gmail.modify

Then click Authorize.

Add a new client ID

Client 1D

OAuth scopes (comma-delimited)

CANCEL  AUTHORIZE

Check below to know how you can find the Client ID of your service account

* Client ID is the unique ID of the Service account client (not the Key ID). It can be found by clicking the menu button =

in the GCP console and selecting IAM & Admin > Service accounts. Click View Client ID and then copy it onto your
clipboard.

B 1AM & Admin Service accounts + CREATE SERVICEACCOUNT i DELETE  +& MANAGEACCESS (3 REFRESH [E) HELP ASSISTANT @1 LEARN
w2 1AM

Service accounts for project "Gmail Service Account”

©  Identity & Organization A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or systems running outside Google. Learn more about service accounts. (2
! Organization policies can be used to secure service accounts and block risky service account features, such as automatic 1AM Grants, key creation/upload, or the creation of service accounts entirely. Learn more about
<, Policy Troubleshooter service account organization policies. [
B Policy Analyzer
= Filter Enter property name or value [7] m

B Organization Policies

Tail Status Name Description Key ID Key creation date OAuth 2 Client ID @ Actions
e  Service Accounts 3 gmail-service-user@gmail- @Enabled Gmail Allow to e9e8843b56f12ed81601355cb46077087111fbed Mar 30, 2023 m :

2rvice-account- Service access emails
B  Workload Identity Federat... 32212.iam.gserviceaccount.com User

~ 1 oabeaia
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Client ID for service account @ DELETE

Service account clients are created when domain-wide delegation is enabled
on a service account.

| Client ID
Service account ebstaexample
ebstaexample@gmail-service-account-
gserviceaccount.com
Creation date Aug 20, 2020

Display name
Client for ebstaexample

SAVE CANCEL

4.7.  Your service account will now be displayed here.

' ~ .
= o Admin Q,  Search for users, groups or settings
Security > APl Controls » Domain-wide Delegation
Q Home
EE Dashboard o Developers can register their web applications and other API clients with Google to enable access to da

registered clients to access your user data without your users having to individually give consent or thei
- & Directory

N Devices .
) [o API clients Addnew  Download client info (
© D Apps
+ Add afilter
- e Security
Overview Name Client ID Scopes

Alert center gmail-service-user@... m ~Jauth/gmail.send . .fauth/gmail.modify +1 Mare

4.8.  Allow 5 mins for the change to go through the system on Gmail side.
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